Accessing DCO Connect Rooms on Mac

Overview:

Mac OS X and Mac browsers treat SSL certificates differently than Windows.

On Windows, browsers prompt users when an unrecognized/trusted certificate is
encountered. However on a Mac a user is not prompted when entering a
Connect room and therefore must perform the below steps to import the DoD
CA-13 certificate into their Keychain.

Steps to Import DoD CA-13 Certificate into Keychain:

1. Obtain the DoD CA-13 certificate. This certificate should be in the .cer or
.crt format. This certificate can also be found at
https://airborne.nrl.navy.mil/PKI/ . Do not left-click on the below link but
rather perform a right click and ‘Save Link As’ to your computer.
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2. In Finder, type in Keychain. Open the application Keychain Access.
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3. In Keychain Access select your Certificates category and then File>Import.
Navigate to your DOD_CA-13.crt (or .cer file) and select for import.
. Keychain Access m Edit View Window Help

B SN New Password Item.. N
ﬁ—l‘l e e New Secure Note 3N R
g e A New Keychai WNEN

Category
All ltems

Export.. {reEE

159:59 PM Canada/Eastern
Delete Keychain "login”

E] My Certificates

i’ Keys .i Close s " Date Keychain
secure Notes  Lock Keychain "login” BL |- login
Lock All Keychains o login
- login
Make Keychain "login" Default — login
TEITWmOrthammachine-adobe com certnicate - login
B = sjcadoacs0l.corp.adobe.com  certificate -- login
= sjcadoacs02.corp.adobe.com  certificate  -- login
=] www.dco.dod.mil certificate  -- login

4. Your DoD CA-13 certificate should now be visible in your Keychain. You
are now ready to enter in to Connect rooms on your Mac!
i Keychain Access File Edit WView Window Help

rﬁ o8 Keychain Access

ﬁ—ﬂ Click to lock the login keychain. Q

Category

4 Al ltems Cortoloct Adobe Private CA 1
4 - Root certificate authority
b .. Passwords i
Expires: Tuesday, May 5, 2015 7:59:59 PM Canada/Eastern

E¥ Certificates & This certificate is valid

El My Certificates

=)

i Keys Name & | Kind Date Keychain
Secure Motes | Adobe Private certificate  —- login
= | connect.d od.mil certificate  -- login
=] DOD CA-13 certificate  -- login
[] ECA Root CA certificate -- login
mmurthai@machine-adobe.com certificate -- login

sjcadoacsOl.corp.adobe.com  certificate —-— login
sjcadoacs02.corp.adobe.com  certificate  -- login
www.dco.dod.mil certificate  -—- login

el g Ef E




